Network communication in real time
This course would help the student to understand the fundamentals of network communication and its application in real time environment. The workshop also involves real time interview questions and answers based on scenarios as conducted by organizations. 

Class Schedule: 

Day 1. 

1. Protocols at TCP/IP layer
a. Application Layer: FTP, DHCP, TELNET, Ping –Functionality

b. Transport Layer: TCP and UDP – Functionality

c. Network Layer: ICMP, IP – Functionality

d. Data Link Layer: Ethernet , MAC, ARP- Functionality
2. Protocol interaction at different layers

a. TCP/IP layering concept
b. Application layer interaction with TCP
c. TCP/IP socket pair
d. IP interaction with ARP
e. Ethernet Frame construction
f. A real packet on the wire
3. Switching
a. Switch architecture

b. Unicast, multicast and broadcast packets.
c. Collision and broadcast domains.

d. Hubs and switches

e. MAC-address learning on switches

f. Cam tables

g. Loops in switches and mitigation – STP

h. Type of switching

i. VLANS
4. Routing
a. What is Routing

b. Route tables
c. Routing on a PC

d. Why do we need routers? 
e. Route table lookup

f. Static and dynamic routes

g. Loop mitigation by IP

Day 2
5. Internet Infrastructure
a. ISP

b. Internet routable IP address

c. Root DNS servers

d. IP addresses on the internet

e. How does routers route packets on the internet

f. DNS resolution
g. Accessing a website from a PC – Technologies involved

h. Internet Servers
i. Client Server communication on the internet

j. Data retrieval methods

6. Tunnels and security technologies
a. Concept of tunnels 

b. Authentication and encryption
c. Natting and Proxy

d. Firewalls 

7. Network Design components and resource identification: 
a. Design a LAN with 3 departments finance, IT and management. The LAN should have internet connection and only the IT and management team should have access to the same. 
b. Design a WAN environment with tunnels to different sites. 
Real time Interview questions with answers explained in detail.
1. How is a loop created in a switched environment
2. Why does IP not need a loop prevention protocol

3. Explain the method of how a ping reply message is received on command prompt. 
4. What is a default route

5. Explain the communication process of two systems in different vlans

6. What is the difference between Natting and proxying ? 
7. What is tracert and how does it work ?

8. Explain how a switch populates the mac address table ?

9. What does IPSEC achieve over IP?
10. What is encapsulation and where is it used ?

11. What are stateless protocols and explain the same with examples

12. Can a switch be used on the internet in lieu of routers?
13. Explain the ARP protocol and its usage?

14. How does a router process an incoming IP packet and create the outgoing packet? 
15. Explain the importance of vlans 

16. How do switches identify vlan’s ?

17. What is the difference between the looping issues with routing and routed protocols
18. How does a PC learn about the destination network?
19. What is  the difference between passive and active ftp 

20. How does DHCP work?

21. How do two instances of the same page ( ex www.yahoo.com ) run on the PC at the same time?
22. Explain the reliability mechanism of transport protocols ?
23. How does an application based on UDP identify data loss?
24. What would happen if an IP packet is lost on the internet cloud ?

25. Explain the anatomy of an IP packet from source to destination.

26. Explain the difference between data , control and management packets

27. How does STP prevent looping?
28. Explain how destination  systems process IP packets and returns the required information 

29. What is the lifetime of a frame in a layer 2 and layer 3 environment

30. Explain the changes that happens when a IP packet is in transit between a switch and router
31. Explain the changes in a frame when a IP packet flows between two switches

32. When communicating on a WAN, can a router be connected directly without a modem?
33. What is a default gateway ? Can communication be possible without a default gateway?

34. What are the benefits of dynamic routing protocols?

35. What is trunking? 
36. LAN to LAN communication with two public IP’s

37. How many services can one IP address render?
38. How do systems identify unicast, multicast and broadcast packets?
39. How does packet routing takes place when the PC has two Network interface cards?
40. Life of an IP packet. 
