3 day workshop on network deployment and troubleshooting

This is 3 day full time workshops which focus on projects and practical scenarios in networking environment. Networking environments can change dynamically. It is essential for the engineers to have a sound understanding on the technologies and common deployment scenarios. This workshop would focus on deployment and troubleshooting scenarios and projects. This course would be beneficial for students and professionals who would want to experience the challenges in a similar environment.   

TCP/IP 

a. TCP/IP – Protocols at different layers

b. TCP/IP – Usage on the network 

c. Protocol access across layers 

d. Understand the default gateway 

e. Frame construction process

Lab: 

TCP/IP configuration on the PC – Understand the parameters IP address, Subnet Mask, Default Gateway, DNS IP address 

       Network design and deployment 

a. What is a network and how is it created

b. Fundamentals behind IP networks – Subnetting

c. Functionality of switches and routers

d. Identify the components required to create one network 

e. Identify the components required to create multiple networks


Switching concepts and functionality  

a. Functionality of a switch – MAC-address learning, CAM tables and frame forwarding

b. Explain the process of communication on a switch. 

c. ARP protocol – Detailed explanation and frame creation. 

d. Unicast, broadcast and multicast traffic. 

e. VLAN and trunking – Concept and configuration. 

Routing Concept and functionality

a. Functionality of a Router- Route Lookup’s Frame processing and creation, 

      IP packet forwarding process

b. Static and Dynamic routes (RIP v2 ).  

c. Inter-VLAN routing concepts. 

WAN Communication

WAN encapsulation types and techniques

LAN to WAN communication- Transition detailed. 

PPP configuration and deployment.

Understanding the information given by ISP- IP address, Default gateway address, DNS servers. 

Difference between leased lines and dedicated Public IP

1.  LAN network deployment and configuration:

  IP address design for the LAN network.

  Configure different networks with different switches.

  Configure different networks on the same switch - Vlan implementation and concept.

  Router configuration for Internetwork communication.  

2.  WAN deployment and configuration : 

  How and where to use the information provided by ISP ( IP address, default gateway, WAN parameters)

  Deploy internet connection for users on the intranet

  Deploy and configure internet WAN parameters on the router for leased lines and ADSL
  Leased line configuration and deployment simulation

  Static and dynamic routing protocol configuration on the router for WAN connectivity

  Internet access sharing using natting techniques 

  Configuration on the router for access to intranet servers from the internet. 

3. Wifi Deployment and configuration: 

  Access point configuration on the network

  DHCP address configuration for Wifi users

4. Server deployment and configuration.
  Deploy and configure Web servers on the network with services like FTP, Telnet. 

  Deploy a DNS server on the network 

  Integration of DNS and webserver on the LAN network

  DHCP server and client configuration for multiple VLANS

  Deploy and configure a domain controller on the network with users

5. Basic Security configuration on the network. 

  1. ARP protection on switch

  2. Mac Authentication on the switch

  3. Access list on the router 

  4. WPA configuration on the Wifi Access point 

  5. Mac Authentication on the Wifi Access point.

Lab Projects:
1. Deploy a Campus LAN with 5 departments, finance, IT, Marketting, Management, Quality. All the users should have access to internet. Management should not be accesible by any other teams. 

2. Configure basic security on the network and perform a crack test. 

3. Deploy a webserver on the intranet. Provide access to FTP service on the server from the internet and web access to all users on the internet

4. Deploy a Wifi hotspot for allowed MAC users on the intranet with DHCP configured.

5. Deploy a WAN network with interconnecting branch and main offices. Use Point to Point and Point to Multipoint configuration.

