Security defense and audit for networks and software
This course would be ideal for network and security engineers working in organizations to get an understanding of the security loopholes existing in their network. They would be able to perform an internal audit for security checks and apply appropriate mitigation. This is beneficial for organizations such that an external vendor would not be required to perform security tests on the network. 
Network communication: 
1. TCP/IP and OSI layers
a. Protocols at different layers- FTP, HTTP, TCP/UDP, IP, ICMP,ARP
b. Protocol interaction at layers

2. Frame construction in an Ethernet segment.

a. Application protocol interaction with lower layers

b. ARP
c. IP interaction with ARP
d. Frame construction

3. Switching.

a. Mac-address learning

b. Cam table

c. Unicast, broadcast and multicast

d. VLAN 

e. Looping and mitigation - STP
4. Routing.

a. Frame processing on the router. 

b. Packet forwarding process.

c. Route lookup

d. Looping and mitigation

5. Firewall, IDS and IPS interception and placement. 

a. Types of firewalls ->Stateless, statefull, network and application layer. 
b. Functionality of firewalls.

c. Firewall placement in networks.

6. Wireless Access points.  

a. Basics of wlan communication. 
b. Communication in a wifi environment. 

Security issues at TCP/IP data link layer
1. Security issues in hubs.

2. Mac spoofing, mac flooding, cam table overflow 
3. Data tapping from frames.
4. ARP – issues and attacks 
5. VLAN hopping.
6. Frame looping.
7. Open authentication in Wifi networks
8. Static WEP and WPA keys in Wifi networks

9. STP issues

10. Fingerprinting

11. Authentication 
12. Encryption

13. MITM attack with ARP spoofing
Security issues at TCP/IP network layer
1. IP spoofing

2. DOS attacks

3. IP source routing
4. Weak authentication on routing protocols

5. Authentication 
6. Encryption

7. Route table poisoning

8. ICMP attack
9. IP fragmentation attack
Security issues at the TCP/IP transport layer

1. MITM attacks

2. Session Hijacking

3. DOS attacks with TCP Syn floods  and UDP bombs
4. TCP ISN prediction attacks
5. TCP reset attacks
6. Authentication and encryption. 

Security issues at the TCP/IP application layer
1. Issues with protocols – FTP, Telnet , DHCP, TFTP, DNS
2. Authentication and encryption

3. Buffer overflow

4. Virus, worms and Trojans
5. DHCP starvation attacks

6. Software Patches

Functionality and working of security technologies and protocols
Application layer: 

1. Packet level analysis of http v/s https
2. Packet level analysis of ftp v/s secure ftp

3. Application layer authentication- pros and cons
4. Securing the application layer data.

5. PKI infrastructure –Functionality and internals. 
6. Proxy 

7. Anti Virus, Desktop firewalls and software patches. 

Transport layer: 

1. Packet level analysis of SSL and TLS

2. Applying SSL and TLS on upper and lower layer protocols

3. Key negotiation with TLS. 

Network Layer: 
1. Packet level analysis of IPSEC negotiation – IKE and ISAKMP

2. NAT

3. IP access list

4. Deep packet inspection technique

Data Link Layer:
1. PAP and CHAP protocols

2. 802.1x framework

3. EAP-MD5 and PEAP

4. Port security

5. Port Authentication 
6. ARP Protection

7. STP guard

8. DHCP Snooping

9. WPA

10. 802.11i 

Network security audit check list 
1. Access list on the router – IP, ICMP, TCP,UDP based attack prevention
2. Placement of firewalls, IDS and IPS. 

3. IPSEC - Authentication and encryption of IP packets.
4. PKI Infrastructure – Prevent weak authentication. 
5. Web , Mac and 802.1x authentication on switches- Authenticity of switch clients
6. DHCP-Snooping on switches for rogue dhcp servers.
7. 802.11i for Wifi infrastructure networks to prevent weak authentication and encryption.
8. Secure communication with https and sftp

9. ARP protection on switches. 
10. DHCP Snooping on switches. 
11. Use hacking and scanning tools for auditing. 

Design networks and perform penetration testing with appropriate tools
1. LAN 

2. Remote LAN

3. Wifi environment

4. Site to Site connection

5. Desktops and Servers

