Sachin Duke – Detailed Profile

	Scope of Work 
	Technology expertise

	Network and application Security feature and protocol conformance test design and execution on switches, routers firewalls, wireless access points and servers.

Network (L2 and L3) test design and execution on switches and routers 

Interoperability testing of network and security protocols with multiple vendors

Penetration and vulnerability testing for networks and software

Security defect analysis in code.

Network and security design, deployment and troubleshooting

Network Programming 

Extensive training on network and security technologies

Vendor experience: 
HP –ProCurve, Cisco, Nortel, D-Link, Linksys, Microsoft, SonicWall, Mcafee, Zyxel, Symbol, Ubuntu , Redhat, Aruba, Packeteer, NordicID, NEC, StorageTek.

	Product feature and conformance testing
Switch : 
STP, MSTP, RSTP,  VLAN, GVRP, Trunking, LACP, 802.1x, ARP , QINQ, DCHP Snooping, ARP security, Mac-Auth and Web-Auth, Radius,   AAA,  Access lists, Attack simulation using hacking tools, SSL, port security , virus throttling, Switch security audits
Router :
 Static routes, Dynamic routing protocols (RIP v1 and v2 , OSPF), Access list, IPSEC tunnels, PKI integration, static and dynamic Nat, DHCP client and server, port forwarding, Management security, router security audits 
Firewalls: 
Firewall Pentest, Stateful functionality conformance, crack test with hacking tools. 
802.11 Wireless Access points: 
802.11 security, WEP, WPA, WPA 2, PKI integration, Mac-Auth, Radius, AAA, 802.11i, 802.11 attack simulation. 
Network application and security testing

802.11 Wireless Application
802.11b,g radio test, L2TP/IPSEC, PPTP, 802.1x with LEAP, PEAP-MSCHAP v2, EAP-TLS, Radius, AAA, Interoperability test, user and machine authentication with certificates.
VPN Client application: 

IPSEC client performance, Interoperability with multiple vendors, DES, 3DES encryption, preshared key and digital certificate authentication
Mobile application OTP testing: 

Active directory integration, OTP test with Radius Servers

Network Design and Deployment 

Campus LAN design and deployment, Wifi integration with LAN and 802.11i, WAN deployment for leased lines , IPSEC tunnels, Firewall and IDS deployment, PKI design and deployment, L2 and L3 security configuration, SSL VPN deployment,  Penetration testing for networks, Post deployment security audit. 
Network Programming 
C/C++ network programming in unix , Linux and windows environment



